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Today, more than ever, law firms are in possession of 
large amounts of data. To meet internal and regulatory 
standards, almost all the data is encrypted from end to 
end.  Understanding the presence of a risk, and the level 
of compliance, becomes impossible to measure in real 
time.  In effect, the environments of legal firms are more 
distributed than ever before, existing on Cloud, or on 
third-party networks.  Even fourth-party, or fifth-party; 
all now have shared access that use encrypted data. (As 
do their smart TVs, printers, surveillance cameras, or 
any other device using encryption.)

By its very nature, this data will be highly confidential, 
privileged, price sensitive and, in many cases, constitute 
personal data for the purposes of the UK GDPR 
Regulation and Data Protection Act 2018 (UK GDPR).  

Moreover, with the introduction of new legal 
technologies, many law firms are beginning to 
become aware of the valuable nature of the aggregate 
market data they hold. With the ever-increasing use 
of technologies such as Artificial Intelligence within 
the legal sector, anonymised and aggregate data 
will inevitably become a more valuable commodity 
informing positions on legal risk and new and innovative 
legal product services. Many firms are also moving 
into the legal technology consulting sector, giving 
them unprecedented access to client information and 
systems.

The end to end 
knowledge gap of 
encrypted data 
within law firms
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The UK legal services market (including private practice firms, barristers, patent 
agents, and other legal services providers) was valued at almost £37bn in 2020. 
Coupled with this high concentration of data leads to an equally high concentration 
of data risk. Law firms become a visible an obvious target for hackers, activists and 
other cyber criminals. There have been a number of high-profile data breaches and 
attacks focused upon law firms who are often seen as lacking the necessary level of 
security as compared to other actors within the professional services sector.  Law 
firms are perceived as the weakest link in the data supply chain and hence an obvious 
point of vulnerability and attack.

In October of this year the American Bar Association report stated that 29% of law 
firms had reported a security breach with more than one in five say they were not sure 
whether a breach had occurred or not. According to the report 36% of respondents 
also reported malware infections in their systems [Forbes magazine]. In its annual top 
100 survey PwC found that 905 of law firm respondents were “extremely worried or 
somewhat concerned” about the impact of cyber threats on their ability to achieve 
their ambitions over the next 12 months.  In 2017 DLA Piper was subject to the Petya 
cyber-attack which bought some of the firms systems to a halt. In June 2021 listed law 
firm Gately suffered a loss of client data in a cyber attack.

With an ever-increasing mobile workforce and an international client base, law firms 
are also faced with the additional problems of how to manage risk not just in respect 
of central systems, but also across multiple mobile devices in multiple jurisdictions.

“Law firms are perceived as the 
weakest link in the data supply chain.”
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For many a first level of security has been to encrypt 
all communications across devices within this mobile 
estate. As of January 2021, 95% of all Google web traffic 
was encrypted. However, encryption while providing 
a level of perceived confidentiality, it also presents 
further risks.  Introducing encryption for both internal 
and external communications requires an appropriate 
compliance framework to be put in place. Moreover, it 
also requires that the firm has the ability to understand 
the certificates that are used and that encrypted 
communications are communicating to the required 
standards. Law firms must therefore ensure that they 
have the appropriate systems and controls in place.

According to Cisco 70% of all malware campaigns in 
2020 used some level of encryption to conceal malware 
delivery. As stated in Dark Reading, “a study of threat 
activity conducted by watchguard technologies using 
anonymized data gathered from customer networks 
showed nine one stop 5% of malware detection’s in 
the this second quarter of 2021 allegations involved 
malware arriving over HTTPS - encrypted connections” 
Only 20% of organisations currently have mechanisms 
for decrypting and scanning https traffic for malware, 
meaning the remaining 80% are at risk of missing 9/10 
of the malware hitting their networks daily.

This leaves law firms open to the prospect of their 
central systems being open to attack through the 
weakest point of attack of a connected mobile device 
which may not be under the direct control of that law 
firm. Those devices may also have access to client 
system.  If a law firm or client device is compromised 
and has access to corporate networks, how can the 
current systems and controls identify an attacker using 
encrypted communications as a delivery method?

“The consequences for a law firm 
which suffers a cyber of malware 
attack through threats hidden 
in encrypted traffic may be 
catastrophic.” 
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The consequences for a law firm which suffers a breach 
through threats hidden in encrypted traffic may be 
catastrophic. Not only can they lose valuable proprietary, 
employee, client, and third-party information which 
may be of a highly confidential or price sensitive nature, 
but more importantly they will lose client confidence. In 
a sector where integrity and trust are paramount their 
market reputation may never recover. Law films are 
expected to adhere to the highest level of regulatory 
compliance. In respect of cyber security this will be no 
less the case. The regulatory, legal and commercial 
impacts upon a law firm will be severe. The reputational 
risk to a firm may be far greater. 

The Solicitors Regulatory Authority ‘s Code of Conduct 
for Solicitors, Registered European Lawyers and 
Registered Foreign Lawyers and Code of Conduct for 
Firms (the Codes).

Solicitors and law firms are bound by the Codes. Under 
the Code both have a duty of confidence to current 

and former client. This applies to their confidential 
information unless a disclosure of such information is 
permitted by law or with the client’s consent. This is also 
a core professional principle for solicitors which is set 
out in section 1(3) (e) of the Legal Services Act 2007. This 
states that the duty to keep a client’s affairs confidential 
is one of the five core “professional principles”.  

This duty of client confidentiality is unqualified which 
means that a solicitor and law firm will not be able to 
escape liability for a breach caused by a third party 
actor if they or their Firm has not taken all reasonable 
and necessary steps to protect a client’s data from 
unauthorised disclosure. Where a firm is regulated, this 
duty applies to all staff members including support staff 
and others and if this duty is breached this may result in 
disciplinary proceedings being taken against both the 
employee and the law firm are concerned.  Unless a firm 
is taking steps to mitigate the threat of cyber-attacks 
hidden in encrypted traffic it will likely be in breach of 
these duties. 
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A key principle of UK GDPR is that personal data is kept safe and secure. This 
means taking appropriate technical and organisational measures. For a law firm to 
demonstrate that it has done this it will be necessary to show that it has taken  an 
appropriate risk analysis of data security, it has organisational policies and physical 
and technical measures in place to preserve data security.  

While a law firm is permitted to consider the current state of the art of technology and 
the cost of implementation in deciding which appropriate measures to take, those 
measures must be appropriate, not only to the circumstances of the processing of 
the data but also the risks associated with the processing of such data. While the 
ICO recommends the use of encryption as well as pseudonymisation measures taken 
must ensure the confidentiality integrity and availability of the law firm systems and 
services and the personal data processed within them. The measures must also allow 
for the restoration of access and availability to personal data in a timely manner 
where there is a physical or technical incident which affects that data.

It will not be sufficient for a law firm to hide behind the shield of encryption where the 
shield itself could open the firm up to threats which could otherwise be detectable. 
Where a law firm has offices in Europe, it may also be regulated by the equivalent 
European information regulator who have demonstrated that they are not reluctant 
to use their powers. The European GDPR regulators levied fines in Q3 of 2021 of over 
$1.14 billion to businesses a twenty-fold increase from Q 1 of the same year.

UK GDPR Regulations and the Data 
Protection Act 1998 (UK GDPR)  
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Law Firm Data 

There will also be data which is proprietary to a law firm 
which if disclosed could cause irreparable damage to 
that firm. For example, this may include pricing data. 
Many law firms will have differential pricing models 
for particular clients and sectors. Often the difference 
in rates can be dramatic.  If this information became 
compromised the damage to client relationships could 
be irreversible.  

Duties to Third Parties 

In addition to the duty of confidentiality a firm will have 
to its clients, it will also like owe a duty of confidentiality 
to a much larger group of third parties. These may 
include the counterparties to a transaction, regulators, 
such as the FCA or PRA, as well as to parties in its 
supply chain.  Firms which suffer a cyber attack which 
results in the disclosure of confidential information may 
result in not only regulatory action being taken but civil 
action for losses caused by the disclosive of such third-
party information. Moreover, any failure to manage 
cyber risks appropriately may result in the firm’s client 
being in breach of industry regulation which applies to 
its client. 

Accountability 

Accountability is one of the data protection principles.  
Under the principle, law firms are not only responsible 
for complying with the UK GDPR but also for your 
compliance. There are many elements to accountability, 
but Law Firms must now adopt a “data protection by 
design an default” approach. In many cases this will 
require a significant mind set shift in the approach 
that law firms take to data protection.  Accountability 
obligations are ongoing, and firms must review and, 
where necessary, update the measures put in place. 

Moreover, this accountability principle is now either 
expressly or implicitly being adopted by many law firm 
clients and placing the onus of data confidentiality 
(whether personal data or not) firmly in the hands of 
their advisors.  It is now not unusual for major clients to 
now demand the right to audit and inspect the technical 
standards and data protection framework, technology 
and policies that a law firm has in place. 
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Venari Security Ltd. About Venari Security 

Get the measure of your cyber security,
visit: www.venarisecurity.com

16 Great Queen Street, London,  

WC2B 5AH, United Kingdom

+44 (0)20 7294 7749

info@venarisecurity.com

Headquartered in London, Venari Security is an award-winning cybersecurity SaaS provider with 

the purpose to make the encrypted world more secure and compliant. Our ETA (Encrypted Traffic 

Analysis) platform fundamentally changes the way encrypted traffic is analysed. Without decryp-

tion, the ETA platform identifies threats and suspicious behaviour while delivering internal and 

regulatory compliance. Venari Security uses machine learning, artificial intelligence, and behav-

ioural analytics to accurately understand the abnormalities between normal and anomalous be-

haviour during which data remains private.©2022 Venari Security Ltd.

Law Firms now require a single, specific technology 
that helps them make sense of all the encrypted traffic 
on their estate.

To establish robust due diligence, they need to maintain 
privacy at every stage, for transactional and end-user 
privacy.  

They need to be able to meet regulatory obligations 
across different markets and sectors, adapting 
effortlessly to the ever more stringent conditions.

Using AI, machine learning and behavioural analytics, 
Venari can continuously validate the encrypted 
communications between users, data and resources.

Venari Security bridges the knowledge gap currently 
existing within Law Firms.  It takes less than ten minutes 
to deploy, and because it only analyses the meta data, 
it works without accessing any personal information.  
As a result, operational resilience can be managed 
effectively by a fully-integrated risk management.

Why Venari Security?
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