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Security from the 
View of a CISO
For security leaders, change is constant. We are 
constantly having to adapt our security strategies and 
activities so that they remain relevant to the business 
and risk environments that we operate within. However, 
the past year has seen an unprecedented level of 
change, driven by the global pandemic. Security leaders 
watched the issues unfold and as Covid-19 spread 
across the world, certain geographies took drastic 
measures to maintain business operations. Sound 
familiar? That’s because there are direct comparisons 
to dealing with aspects of viruses in the physical world 
and dealing with digital threats in the virtual world.

A lot of the vernacular we commonly use within 
information security are from the medical field. We 
talk about the ‘health’ of a system, and how that can 
be impacted by a ‘virus’ outbreak. Hence, security 
executives implement ‘anti-virus’ systems which are 
very similar to vaccinations in the real world.  So, as you 
can see, security professionals are used to planning 
for, and dealing with challenging times like we find 
ourselves in today.

“We talk about the ‘health’ of a 
system and how that can be 
impacted by a ‘Virus’ outbreak.”
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But the pace of change businesses have embarked 
upon is an important and relevant factor.  Overnight, 
all employees were asked to work from home, putting 
enormous pressure on remote access systems. 
Inevitably, employee user experience suffers as on-
premise bandwidth hungry applications struggle to 
work over the VPN when everyone logs online at the 
same time.  In response to these overloaded systems, 
the business reacts by introducing new technology at 
break neck speed, standing up new applications and 
service frameworks in the cloud to improve the user 
experience for the workforce. Despite the adoption 
of these new innovative technologies, for many 
companies, this was their first foray into cloud based 
services, and cloud required a subtly different security 
model.  

Security leaders also have the challenge of effectively 
securing the corporate laptop within a potentially 
less secure home environment. Homes of today are 
filled with numerous different connected IoT devices, 
many of which have known security vulnerabilities 
and potentially exposing vulnerabilities on the home 
network where the corporate laptop is residing. It’s 
more important than ever to keep the corporate laptop 
patching levels up to date, but this is more challenging 
in a remote workforce. 

“It’s more important than ever 
to keep the corporate laptop 
patching levels up to date, but 
this is more challenging in a 
remote workforce.”
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went through the roof and global state level security 
organisations were rapidly pushing out warnings over 
Covid based phishing emails containing malware 
droppers and links.  

In effect the perfect storm had been created, traditional 
‘secure’ ways of working had been disrupted, and 
the business pivoted the way it operates from an IT 
perspective.  Employees were therefore more open 
to reading that phishing email instructing them that 
they had to change thier VPN configuration as the new 
system had been launched, or to click this link and 
enter your credentials for the new cloud email platform.

Data protection has also been a key concern, many 
organisations, especially those running call / contact 
centres who would traditionally share a desktop on 
shift rotation, didn’t have enough laptops to issue to all 
of their employees, so Bring Your Own Device (BYOD) 
was accepted overnight and risk acceptances for this 
sought from the security team. BYOD brings with it 
some significant data privacy challenges that cannot 
and should not be implemented at pace, consequently 
several organisations would have been in breach of 
their own data privacy policies and standards.

Organisations today are an eco-system of 
interconnections that are needed for the business to 
operate effectively. In order to deliver quality service 
and products to the customer base, organisations are 
forging permanent trusted connections either with 
other businesses (B2B) direct with the customer (B2C) 
or into their third-party supply chain.  Encryption plays 
a key role here as well, secure communications and the 
enabling of encryption over the communication paths 
is now the expected norm. It’s vital that the security 
team have effective governance over these trusted 
connections via their third-party assurance programs. 
Unfortunately, for many organisations, the number of 
suppliers in use by the organisation means that for 
all but a select few, the third-party risk and assurance 
program can become a bit of a tick-box exercise rather 
than materially reducing risk.

If we compound this rapid business change with the 
one thing that you can always guarantee will appear, 
whether it’s a pandemic outbreak, or an earthquake 
devastating a region, there is a subset of the global 
population that will always try and personally capitalise 
on others misfortune.  It was a matter of hours before 
the first Covid-19 related phishing emails started 
circulating, domain registrations that included ‘Covid’ 
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So how do security teams respond to a lot of these 
challenges? Increase encryption! Deploying TLS 
wherever possible, encrypting devices, communication 
links, emails, data at rest and in transit, a perceived 
increase in security traded off for a significant decrease 
in visibility. Encryption at rest has been the focus for 
organisations over recent history, but certainly over 
the last 5 years there has been a significant increase 
in adoption of encryption in transit.  As organisations 
have transformed their IT estate, additional encryption 
measures have been included too, at least in theory, to 
improve security.  

However increased security always is a trade off with 
something else, in this case its network visibility from 
a monitoring and security perspective, as more traffic 
between the client and server as well as server to server 
communication becomes encrypted, standard network 
and security monitoring tools will fail to cope effectively 
with the encrypted traffic.

Encryption has long been the stalwart of the typical 
security program. It’s “expected” that if it can be 
encrypted, then it should be encrypted.  The projections 
from the leading analysts are showing that encrypted 
traffic is expected to increase year on year until almost 
every piece of data residing and flowing around our 
organisations is encrypted. 

The driver for encrypting everything, both in transit 
and at rest, comes from many sources, but a key 
driver is public expectations.  The first question a 
company gets asked from the regulators or  media 
after a breach or compromise is the following, “Was 
the data encrypted?” Yet, if the data was accessed via 
compromised credentials via an application where the 
user had genuine business need to access the data, 
encryption is useless as the application would decrypt 
on their behalf… hence the hackers focus on people, 
not infrastructure. Finding the person with the right 
access to the data that they want is their ultimate goal.

“Encryption has long been the  
stalwart of the typical security 
program.” 
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Regardless, encryption is here to stay. Nevertheless, we cannot solely focus on 
the benefits of encryption and ignore the security challenges. Encryption doesn’t 
fix every security challenge, far from it.  If a users credentials are compromised for 
example the encrypted data can still be read and extracted from the encrypted 
communications channel. So encryption aims to provide protection from prying eyes 
that don’t have genuine business reasons to view the data, but a side-effect of this is 
encrypting the data and communications link also prevents most security tools from 
analysing the data.  An encrypted traffic flow to most security tools just looks like 
random numbers and letters, as that’s what they are, although not purely random 
as they are encrypted against a Key, but the encrypted traffic flow also provides the 
perfect mask for attackers to get malware into organisations, and also to get the data 
they have stolen back out.  Normally when a burglar attacks our home, they do so 
under the cover of darkness so it’s difficult to identify them. Hackers take on a similar 
approach and use encryption to breach a network.

Organisations also need to consider the impact of enabling encryption on applications 
and infrastructure.  Encrypting traffic both at rest and in transit introduces an overhead 
on compute, storage and transmit and this needs to be designed effectively into the 
environment, for some legacy applications and infrastructure, enabling encryption 
isn’t an option as they haven’t been designed to handle the overhead.

“Normally when a burglar attacks 
our home, they do so under the 
cover of darkness”
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Historically, there have been approaches in the large 
global corporations that would deploy decryption 
points on their network, that would receive all encrypted 
traffic, decrypt the traffic, then inspect the traffic, then 
re-encrypt the traffic and forward onto its intended 
destination. That’s a lot of processes being performed 
and a significant overhead in terms of latency, and for 
some time-sensitive encrypted traffic flows such as time 
sensitive applications, this just isn’t an option.  So, we 
need a way to inspect encrypted traffic for malware and 
threats, without the need to actually decrypt the traffic.  
There is also another problem on the horizon. With 
the rapid adoption of TLS 1.3 this passive method of 
decrypting the traffic for inspection will be made a lot 
more cumbersome, if not impossible for many, as TLS 
1.3 changes the whole approach to encrypting traffic 
moving from known secret keys to perfect forward 
secrecy.

This is the founding goal of Venari Security. The 
fundamental technology solves the challenge of 
hackers hiding via encrypted channels, blind to our 
security tools, and shines a spotlight on any potentially 
malicious activity. Notifying security teams to investigate 
this anomalous behaviour further. Security teams no 
longer have to cripple the applications teams by adding 
workflow breaking latency to inspect encrypted traffic, 
but instead can efficiently and confidently support the 
business and industry trends of increasing encryption 
without losing visibility from a security perspective.

“The fundamental technology 
solves the challenge of hackers 

hiding via encrypted channels, 
blind to our security tools, and 

shines a spotlight on any 
potentially malicious activity.”
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Headquartered in London, Venari Security is an award-winning cybersecurity SaaS provider with 

the purpose to make the encrypted world more secure and compliant. Our ETA (Encrypted Traffic 

Analysis) platform fundamentally changes the way encrypted traffic is analysed. Without decryp-

tion, the ETA platform identifies threats and suspicious behaviour while delivering internal and 

regulatory compliance. Venari Security uses machine learning, artificial intelligence, and behav-

ioural analytics to accurately understand the abnormalities between normal and anomalous be-

haviour during which data remains private.©2021 Venari Security Ltd.
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