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The fundamental concept of Privacy is something 
universally understood by everyone. The right to be left 
alone, without interference or intrusion is documented 
in Article 12 of the ‘The United Nations Universal 
Declaration of Human Rights’ (1948):

‘No one shall be subjected to arbitrary interference with his 
privacy, family, home or correspondence, nor to attacks upon his 
honour and reputation. Everyone has the right to the protection 
of the law against such interference or attacks.’ (1)

From the perspective of online Privacy, this refers to 
the personal privacy that a user is entitled to when 
they display, store, or share information regarding 
themselves on the internet, whether using social 
media, purchasing items online, or simply searching for 
information. It also refers to the spam mail that invades 
our mailboxes every day and the unwanted adverts that 
pop up on our screens while surfing.

Privacy and 
Encrypted Traffic 
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Put simply, we are constantly under surveillance: 
constantly tracked, targeted, profiled, and exploited, 
sometimes willingly (without consciously realising it) by 
different groups, with opposing aims: 

• Commercial Big Tech companies such as Amazon, 
Facebook, Google or Twitter who define and classify 
users with powerful and sophisticated AI then sell 
our information to third party advertisers. (2)

• Cybercriminals who seek to defraud, steal valuable 
personal information, or control and ransom our 
IT. Data breaches like British Airways, Equifax, 
and Facebook (3) or ransomware attacks such as 
‘WannaCry’ impacting the NHS (4) has made it real 
and tangible in everyday life.

• Government surveillance via law enforcement 
agencies: e.g., the UK’s Investigatory Powers Act 
2016 (5) authorises mass surveillance and allows the 
government to monitor the Internet usage of its 
citizens legally – and is referred to as ‘The Snooper’s 
Charter’. The US National Security Agency (NSA) 
has also implemented a global system of mass 
surveillance, exposed by whistle-blower Snowden 
in 2013 who stated, “the US government wasn’t just 
passively surveilling internet traffic as it crossed the 
network, [it] had also found ways to co-opt and, 
at times, infiltrate the internal networks of major 
American tech companies.”(6).  

“we are constantly under 
surveillance: constantly 

tracked, targeted, profiled, 
and exploited.”
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The last decade has seen a dramatic tenfold escalation in online threats and very 
publicly reported data breaches. People have greater awareness around essential 
protective security measures and Privacy has become a major concern for all ages and 
demographics. There is a greater public demand for better protection and Privacy 
advocates, notably, the use of end-to-end encryption. Virtual Private Networks (VPNs) 
are commonly used along with website certificates using Secure Sockets Layer (SSL) 
or Transport Layer Security (TLS) encryption technologies. Google in particular has 
made it a mission to encrypt the web as is highlighted in their transparency report (7): 
typically a site is flagged as insecure if it does not provide the ‘HTTPS’ mechanism –a 
small, highlighted lock icon on the URL field.

The state response to these threats has been the introduction of greater regulations 
around Privacy law. Some of the more well-known regulations include the EU General 
Data Protection Regulation (GDPR) (8) and Californian Consumer Privacy Act (CCPA) 
(9), but similar data protection regimes are being implemented globally. The 
regulations carry strict rules regarding the use of Personally Identifiable Information 
(PII) and infringements can result in steep financial sanctions, e.g., a severe breach 
of the GDPR can result in a “fine of up to €20 million, or 4% of the firm’s worldwide 
annual revenue from the preceding financial year”(10). These sobering figures have 
encouraged modern enterprises to reconsider their data protection practices and 
enhance them rigorously. 

All of the Privacy regulations have elements that relate to the security of data 
protection. For example, with GDPR - article 32 encourages stronger, more robust data 
protection methods to be established. Some elements prescribe pseudonymisation, 
anonymisation (11) or the encryption of data sources, which help fulfil obligations 
around information security, where the organisation must implement “…technical 
and organisational measures to ensure a level of security … appropriate to the 
risk”(12). The CCPA also cites encryption as a positive defence and states “…data 
that is encrypted and redacted may potentially avoid such fines in the case of a 
breach” (13).

“There is a greater public demand for better 
protection and Privacy advocates, notably, 
the use of end-to-end encryption.”
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Regarding mass digital surveillance, the US and 
allied governments have increased these measures 
in response to escalating terrorist threats over two 
decades. A ‘crypto war’ has been ongoing since the 
1990s, where US and allied authorities are seeking 
to enhance their digital surveillance powers, while 
Privacy advocates and free rights activists are pushing 
for more default end to end encryption to protect the 
civil liberties of users who unwillingly exchange privacy 
for convenience.  The events of 9/11 and subsequent 
attacks in the UK, Brussels, Paris (including the massacre 
at Charlie Hebdo office), and other European locations 
have allowed authorities to pass legislation where 
agencies ‘share and exchange information to protect 
… citizens’  (14).  A contributing factor that justifies the 
need for increased online surveillance is to monitor 
and defend against state-sponsored cyberespionage 
groups like Russian ‘Fancy Bear’ (a.k.a. APT28 or Sofacy) 
(15). These groups target the aerospace, defence, 
energy, government, media, and infrastructure assets, 
using sophisticated, composite cyberattacks.

Encryption is perceived both as a tool used to protect 
ordinary users and therefore an essential mechanism 
to defend Europe’s open societies and markets, as 
well as a shield for criminal activity and an obstacle 
to law enforcement. The Europol First Report of 
the Observatory Function, 2019, states “Offenders 
regularly use online anonymity and encryption tools 
to avoid detection, such as VPNs, TOR and Darknet 
forums, allowing them to operate in a relatively secure 
environment”, but is mindful of the contradictory 
issues, stating, “When addressing encryption in 
criminal investigations, the right balance needs to 
be struck between individual’s rights, i.e. the right to 
privacy, and a State’s responsibility to protect its citizens 
and thus to ensure that law enforcement agencies 
and judicial authorities can investigate and prosecute 
effectively” (16). Surveillance is intrusive and, without 
oversight, offers opportunities for abuse and violation 
of free speech. In the EU in particular, there has been 
a long debate about the pros and cons of using strong 
encryption.  Being able to decrypt commercial systems 
or reducing the protection afforded by end-to-end 
encryption has sparked hotly contested debates among 
policymakers and experts. In 2020, the EU Council 
“adopted a resolution on encryption, highlighting 
the need for security through encryption and security 
despite encryption [proposing] to establish an active 
discussion with the technology industry, research and 
academia [allowing] authorities … to access data in a 
lawful and targeted manner” (17)

“Encryption is perceived both as 
a tool used to protect ordinary 

users and therefore an essential 
mechanism to defend Europe’s 

open societies and markets”
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Other nation-states like China, for example, have 
adopted a more Draconian approach to the surveillance 
and protection problem, implementing strict cyber and 
privacy laws  and “the Encryption Law of the People’s 
Republic of China [2020] stipulates that commercial 
encryption products relating to national security, the 
national economy, people’s livelihood, or public interest 
may be sold or provided only after a government-
designated institution confirms that the product has 
passed security authentication or otherwise complies 
with security requirements” (18), but this is arguably no 
different to ‘5 eyes’ countries , which include the likes 
of Australia , who in response to increasing concerns 
about its ability to react to terror and cyber incidents, 
has introduced the Australia Assistance and Access 
Bill where “…law enforcement and security agencies 
[are able] to seek assistance from the full scope of 
companies that supply communications services and 
devices in Australia, which can include a wide range of 
onshore and offshore providers” (19).

In terms of cybersecurity, over nearly three decades, 
as cryptography became commercially normalised 
its regulation has increased, e.g. in financial services 
through Payment Card Industry Data Security Standard 
(PCI DSS) (20), in Health through Healthcare Insurance 
Portability and Accountability Act (HIPAA) (21), or 
in e-commerce through global cyber and Privacy 
regulations which stipulate minimum cryptographic 
standards as part of a suite of IT and Security controls. 

For modern enterprises that operate internationally, 
a patchwork quilt of global standards and regulations 
must be followed. This can be difficult to comply with, 
and, in navigating these state-driven requirements 
and regulations, global enterprises may experience 
conflicting pressures to comply. Since approximately 
93% of web traffic is encrypted in July 2021 (22), it is a 
certainty that hackers will launch attacks using malware 
or trojan payloads via encrypted traffic channels. 

“in navigating these state-driven 
requirements and regulations, 
global enterprises may 
experience conflicting 
pressures to comply.”
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A host of endpoint protection tools are available to 
modern enterprises, some using the ability to decrypt 
network traffic to provide insight into whether a 
firm’s security defences have been compromised. In 
some EU and global jurisdictions, this may be simply 
illegal or require a great degree of negotiation with 
Works Councils or legal advisors regarding collective 
bargaining agreements. A further consideration is that 
providing decryption tools can increase the propensity 
for them to be exploited. 

A key issue associated with protecting enterprise 
endpoints is understanding where the greatest 
weaknesses are and indeed where the perimeter ends: 
extensive use of cloud-based technologies in modern 
organisations and overlapping infrastructure and 
software services have created critical vulnerabilities 
with third- and fourth parties. One of the most effective 
ever cyberattacks occurred in 2020 and was executed 
via “a supply chain management breach, where the 
hackers injected a backdoor in the SolarWinds code 
updates, after which compromised versions of the 
software were then downloaded on 18,000 instances” 
(23). 

Preventing and reducing the risk associated with this 
kind of attack can be overcome by establishing robust 
due diligence on third-party security controls in a 
sustainable way, notably on infrastructure with network 
telemetry. Smarter, more sophisticated, less invasive 
tooling like Venari Security cuts through the decryption 
debate and removes contention. It addresses the 
problem of establishing whether hackers are using 
backdoor channels by analysing patterns in encrypted 
network traffic, irrespective of its location in the supply 
chain. 

Establishing Venari Security as a core defensive 
cybersecurity tool offers solid defensive capability 
but with the bonus of adeptly performing this without 
compromising regulatory compliance with commonly 
accepted encryption standards, Privacy laws, or third-
party regulatory requirements. 

Implemented correctly, Venari Security provides a 
sustainable and effective tool, always available 24/7 in 
the SOC arsenal for detecting and thwarting network-
level security threats. The fundamental technology 
ensures that appropriate controls are in place to help 
maintain Privacy rights of data subjects and demonstrate 
effective cyber controls.



Venari  |  Whitepaper  |  Privacy and Encrypted Traffic  8

Venari Security Ltd. About Venari Security 

Get the measure of your cyber security,
visit: www.venarisecurity.com

1. UN DECLARATION OF HUMANS RIGHTS - ARTICLE 12 - PRIVACY 

2. DATA PRIVACY: HOW BIG TECH COMPANIES LIKE FACEBOOK CROSS THE LINE (ANALYTICSINDIAMAG.COM)

3. THE 57 BIGGEST DATA BREACHES (UPDATED FOR 2021) | UPGUARD

4. INVESTIGATION: WANNACRY CYBER ATTACK AND THE NHS - NATIONAL AUDIT OFFICE (NAO) REPORT

5. INVESTIGATORY POWERS ACT 2016 (LEGISLATION.GOV.UK)

6. ”WITHOUT ENCRYPTION, WE WILL LOSE ALL PRIVACY. THIS IS OUR NEW BATTLEGROUND” | EDWARD SNOWDEN | THE 

GUARDIAN

7. HTTPS ENCRYPTION ON THE WEB – GOOGLE TRANSPARENCY REPORT 

8. GENERAL DATA PROTECTION REGULATION (GDPR) – OFFICIAL LEGAL TEXT (GDPR-INFO.EU)

9. CALIFORNIA CONSUMER PRIVACY ACT (CCPA) | STATE OF CALIFORNIA - DEPARTMENT OF JUSTICE - OFFICE OF THE 

ATTORNEY GENERAL

10. WHAT ARE THE GDPR FINES? - GDPR.EU 

11. WHAT IS THE DIFFERENCE BETWEEN ANONYMISATION AND PSEUDONYMISATION? — NUFFIELD DEPARTMENT OF 

PRIMARY CARE HEALTH SCIENCES, UNIVERSITY OF OXFORD

12. ART. 32 GDPR – SECURITY OF PROCESSING | GENERAL DATA PROTECTION REGULATION (GDPR) (GDPR-INFO.EU)

13. ENCRYPTION, REDACTION AND THE CCPA (IAPP.ORG)

14. 20 YEARS AFTER 9/11: ACHIEVEMENTS AND CHALLENGES OF EU COUNTER-TERRORISM EFFORTS - CONSILIUM 

(EUROPA.EU) 

15. FANCY BEAR HACKERS (APT28): TARGETS & METHODS | CROWDSTRIKE

16. FIRST REPORT OF THE OBSERVATORY FUNCTION ON ENCRYPTION | EUROPOL (EUROPA.EU)

17. ENCRYPTION: COUNCIL ADOPTS RESOLUTION ON SECURITY THROUGH ENCRYPTION AND SECURITY DESPITE 

ENCRYPTION - CONSILIUM (EUROPA.EU)

18. CHINA’S NEW CYBERSECURITY AND PRIVACY REQUIREMENTS | JONES DAY

19. PERINO - TELECOMMUNICATIONS AND OTHER LEGISLATION AMENDMENT (ASSISTANCE AND ACCESS) BILL 2018 (APH.

GOV.AU)

20. PCI DSS EXPLAINED: REQUIREMENTS, FINES, AND STEPS TO COMPLIANCE | CSO ONLINE

21. HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF 1996 (HIPAA) | CDC

22. 21+ SSL STATISTICS THAT SHOW WHY SECURITY MATTERS SO MUCH IN 2021 (HOSTINGTRIBUNAL.COM)

23. THE SOLARWINDS CYBERATTACK: WHAT YOU SHOULD KNOW | CSI (CSIWEB.COM)

References

16 Great Queen Street, London,  

WC2B 5AH, United Kingdom

+44 (0)20 7294 7749

info@venarisecurity.com

Headquartered in London, Venari Security is an award-winning cybersecurity SaaS provider with 

the purpose to make the encrypted world more secure and compliant. Our ETA (Encrypted Traffic 

Analysis) platform fundamentally changes the way encrypted traffic is analysed. Without decryp-

tion, the ETA platform identifies threats and suspicious behaviour while delivering internal and 

regulatory compliance. Venari Security uses machine learning, artificial intelligence, and behav-

ioural analytics to accurately understand the abnormalities between normal and anomalous be-
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